
This paper provides an overview of the 
Australian Prudential Regulation Authority 
(APRA) prudential standards known as CPS 
(Cross-Industry Prudential Standards) in 
relation to the Technology Risk Management 
domain. It explores the rationale behind 
these regulations, and their importance for 
APRA-regulated entities, and summarizes 
key points from CPS 232, CPS 234, CPS 231, 
and CPS 220.

APRA is responsible for regulating and supervising financial 
institutions in Australia to ensure their stability and protect 
the interests of depositors, policyholders, and the broader 
financial system. To achieve these objectives, APRA has 
established a set of prudential standards, known as CPS 
regulations, which cover various aspects of financial 
institutions’ operations.

Understanding APRA CPS Regulations  
and Their Significance for Regulated Entities

What is the rationale for  
these CPS Regulations?
1.	 Financial Stability: CPS regulations are designed 

to enhance the stability of APRA-regulated entities, 
reducing the risk of financial crises, and safeguarding 
the interests of depositors and policyholders.

2.	 Risk Management: These regulations ensure that 
regulated entities have robust risk management 
frameworks in place, allowing them to identify, assess, 
and manage risks effectively.

3.	 Consumer Protection: CPS regulations aim to protect 
consumers by ensuring that financial institutions 
maintain adequate capital, manage their risks prudently, 
and comply with relevant laws and industry standards.

Why are they important for  
APRA-Regulated Entities?
1.	 Compliance: Compliance with CPS regulations  

is mandatory for APRA-regulated entities.  
Non-compliance can lead to regulatory  
action, including fines and sanctions.

2.	 Financial Stability: Adherence to CPS regulations  
helps entities maintain financial stability, which is  
crucial for their long-term viability and reputation.

3.	 Risk Mitigation: These regulations provide a  
framework for identifying and managing risks 
effectively, reducing the likelihood of financial  
losses and reputational damage.
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CPS 230 - Operational Risk
On the 1st of July 2025 CPS 230 will replace:

Prudential Standard CPS 231 Outsourcing (CPS 231), 
Prudential Standard SPS 231 Outsourcing (SPS 231), 
Prudential Standard HPS 231 Outsourcing (HPS 231), 
Prudential Standard CPS 232 Business Continuity 
Management (CPS 232) and Prudential Standard  
SPS 232 Business Continuity Management (SPS 232).

APRA CPS regulations play a critical role in maintaining 
financial stability, protecting consumers, and ensuring 
prudent risk management within APRA-regulated 
entities. Compliance with these regulations is not only 
a legal requirement but also essential for the long-term 
success and reputation of financial institutions in Australia. 
Understanding and adhering to these standards is 
paramount for all APRA-regulated entities.

CPS 220 - Risk MANAGEMENT
CPS 220 outlines requirements for risk management, 
including governance, risk identification, measurement, 
and mitigation. It also mandates stress testing and capital 
adequacy assessments.

CPS 231 - oUTSOURCING
This standard focuses on managing risks associated with 
outsourcing arrangements. It emphasizes due diligence 
when selecting service providers and ongoing monitoring  
of outsourced activities.

CPS 232 - Business Continuity Management
This standard requires regulated entities to maintain 
comprehensive business continuity plans to ensure they can 
continue operations during disruptions. It emphasizes the 
importance of testing and reviewing these plans regularly. It 
will be replaced by CPS 230 in July 2025.

CPS 234 - Information Security
CPS 234 mandates robust information security practices, 
including cybersecurity measures, to protect sensitive 
data. It requires entities to report breaches promptly and 
implement comprehensive incident response plans.

key apra CPS Regulations for 
Technology Risk Management:
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How we can Empower and Collaborate with you
At PTS, we empower organizations, from the boardroom to the operations centres, to embrace uncertainty with confidence, 
instill resilience, and foster sustainable growth. Our approach hinges on a comprehensive understanding of the risk landscape, 
coupled with profound industry and regulatory knowledge. We collaborate with you on strategy, implementation, and 
capability building, addressing every facet of your journey towards success in the following areas:

We collaborate with our clients on strategy, implementation, and capability building – addressing every facet of their journey 
towards success.

Information Security Risk
Safeguarding critical data and systems against cyber  
threats and implementing robust cybersecurity measures.

IT Infrastructure Risk
Ensuring resilience of IT systems against disruptions 
— plan for continuity and rapid recovery.

Software and Application Risk
Regularly assessing and managing application  
vulnerabilities to prevent breaches.

Data Privacy and Compliance Risk
Securing customer data, upholding privacy  
regulations and reporting breaches as required.

Vendor and 3rd Party Risk
Thoroughly assessing third-party services for security  
and compliance to protect data.

IT Project and Change Risk
Planning IT projects with risk management in mind  
and ensuring changes are well-structured and aligned  
with strategy.

IT Governance and Strategic Risk
Integrating IT strategy into the overall governance  
framework, addressing potential strategic risks.

Emerging Technology Risk
Understanding APRA’s stance on emerging technologies  
and assess associated risks.
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PTS  Technology Risk Management Model

* CPS 231 and CPS 232  
will be replaced by CPS 
230 from 1 July 2025.
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APRA Checklists
Are you responsible for or contributing towards the IT aspects of APRA compliance within your organisation? If so you may be 
interested in one or all of our free APRA checklists which can be accessed by either clicking on the buttons below or visiting 
https://pts.com.au/resources.

Outsourcing Checklist  
for APRA CPS 231

Download Now

Disaster Recovery 
Exercise Checklist  
for APRA CPS 232

Download Now

Information  
Security Checklist 
for APRA CPS 234

Download Now


